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Introduction

 Serving as HonorHealth’s Medical Device Vulnerability Management
Specialist

e Background:
* Cyber Network Operator (0651) — United States Marine Corps
« Gonzaga University - Class of 2022

e Certifications:
« ISC2 Al for Cybersecurity
* CompTIA CySA+
* CompTIA Security+
* ITIL Foundation



Agenda

HARDWARE / IP ADDRESSES MAC ADDRESSES CIA TRIAD
SOFTWARE /
FIRMWARE
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Hardware

* The physical components
of a computer system that
enable it to perform tasks
such as input, output,
processing, and storage.

* Responsible for the
physical operations of a
computer, machine, or

device



Hardware Includes:

« Random Access
Memory

* Peripheral

nput/Output

Devices

 Motherboard

 Central Processing
Unit

* Smartphones

* Printers




SECURING
HARDWARE

e Cable Locks
« USB Port Locks
* Lock Your Screens

« Enable Auto-Timeouts

* Keep Equipment Behind Locked and
Secured Doors
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Software

e Sets of instructions,
programs, procedures, and
related data that tell a
computer or other digital
device what to do

e Unlike hardware, software
is intangible and is used to
control and manage
hardware operations




* Software is written in programming

languages and translated into

Ao

machine language that the
computer’s hardware can
understand

e Python, Java, C++, SQL

e Essential for both system
management and user productivity




Software Types

System Software Application Software
* Controls the computer’s internal * Designed to perform specific tasks for
functioning and manages hardware end users

interaction. Examples include

operating systems, device drivers, and
utilities

Productivity Software

Multimedia Software

Web and Mobile Applications
* Operating Systems

Database Software
* Drivers

e Antivirus Software

» Language Processors



Software That
Secures

Antivirus software, also
known as anti-malware,
is a type of
cybersecurity program
that protects devices
from harmful software
such as viruses, worms,
trojans, spyware,
ransomware, and
adware
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Firmware

Specialized type of software that
provides low-level control for a

device's specific hardware. Unlike 425,
regular software, firmware is gllilﬁl-rwlAsRE

tightly linked to the hardware it
the device's basic functionality. 3 S -

-

3
L4

controls and is often essential for
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|IP ADDRESSES

* Internet Protocol address (IP
address) is a numerical label, such as
192.0.2.1 that is assigned to EVERY
device connected to a network that

uses the Internet Protocol for 192 . 168 . 100. 1
|

communication | | |
L 11000000 )I lI 10101000 'l ". 01100100 4' lOOOOOOOl ’l
\ / \ J \
Y [ \/ \/
| | | T

)
¢ TWO Ma|n FunCtIOﬂS 8 bits 8 bits 8 bits 8 bits

IPv4 Address 4-Octet

1%t octet 2" octet 3rd octet 4th octet

* Network Interface Addressing | Y

32 bits

* Location Addressing



Sender of packet Recipient of packet

192.16.00.12 @

The Internet 192.00.00.75

192.16.00.12

IP ADDRESSES
oo



Static vs Dynamic

STATIC IP ADDRESSES DYNAMIC IP ADDRESSES
* This type of address does not change e Dynamic Host Configuration Protocol
and is manually assigned to a device. It is (DHCP)

often used for servers and other critical + This type of address is assigned by a

devices. DHCP server and can change over time.
« Hard-coded It is commonly used for general devices

like computers and smartphones

* This process simplifies the management
of IP addresses, allowing devices to
connect to the network without manual
configuration

 Based on a lease system




Public vs Private

PUBLIC I[P ADDRESSES PRIVATE IP ADDRESSES
Used to communicate outside a local network over the Used for communication within a local network
internet

(LAN). It enables devices such as computers,

* Itis globally routable and allows devices or networks to smarl:phones and printers to exchange data
send and receive data from external systems.

internally.
* These IP addresses are typically assigned by an Internet . .
Service Provider (ISP). * These addresses are typically assigned by a
* Due to IPv4 address exhaustion, public IPv4 addresses are router or DHCP server, ensuring that each
increasingly limited and may be harder to obtain. device on the network has a unique local
identifier.

* Private IP addresses are not routable on the
public internet, meaning they cannot be
accessed directly from outside the local
network.
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Troubleshooting

[es.] Command Prompt

e The ping command

Microsoft Windows [Version 10.0.22631.6936]

CheCkS |f one (c) Microsoft Corporation. All rights reserved.
Computer can talk 1O C:\Users\tbrinkman>ping 8.8.8.8
Pinging 8.8.8.8 w1th 32 bytes of data:
anOther on a network Reply from 8.8.8.8: bytes=32 time=27ms TTL=117
Reply from 8.8.8.8: bytes=32 time=25ms TTL=117
Reply from 8.8.8.8: bytes=32 time=28ms TTL=117
. . Reply from 8.8.8.8: bytes=32 time=26ms TTL=117
e This command is used
. Ping statistics for 8.8.8.8:
by Send|ng messages Packets: Sent = U, Received = U, Lost = @ (0% loss),
. Approximate round trip times in milli-seconds:
to see |'F another Minimum = 25ms, Maximum = 28ms, Average = 26ms

com p ute r rep I IeS C:\Users\tbrinkman>ping 5.5.5.5

Pinging 5.5.5.5 with 32 bytes of data:
Request timed out.
Request timed out.

i YOU can ping d deViCe Request timed out.
. . Request timed out.
using its name or IP

Ping statistics for 5.5.5.5:

address to test ‘the Packets: Sent = U4, Received = 0, Lost = 4 (100% loss),

ConneCtiOI’] C:\Users\tbrinkman>

I



Troubleshooting

e Internet Control ———
Message Protocol Microsoft Windows [Version 10.0.22631.6936]

(c) Microsoft Corporation. All rights reserved.
(ICMP) Echo Request

C:\Users\tbrinkman>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

. Reply from 8.8.8.8: bytes=32 time=27ms TTL=117
¢ If a network prlnter Regli from 8.8.8.8: bil/tes:32 time=25ms TTL=117
I Reply from 8.8.8.8: bytes=32 time=28ms TTL=117
doesn t respond to a Reply from 8.8.8.8: bytes=32 time=26ms TTL=117
p|ng’ |t m|ght be Ping statistics for 8.8.8.8:
R Packets: Sent = U4, Received = U4, Lost = @ (0% loss),
O'thne or have a Approximate round trip times in milli-seconds:
Minimum = 25ms, Maximum = 28ms, Average = 26ms
dlsconneCted Cable' C:\Users\tbrinkman>ping 5.5.5.5
You mlght also plng a Pinging 5.5.5.5 with 32 bytes of data:
. . Request timed out.
medlcal dGVlce tO Request timed out.
. Request timed out.
Conﬁrm your Request timed out.

ing statistics for 5.5.5.5:
ComPUter Can . £ gPaEths? Sent = 3,5R:c:ived = 0, Lost = 4 (100% loss),
connect and rule it
out as a network
issue.

I

C:\Users\tbrinkman>




Click the Start menu and
type Event Viewer in the search
bar.

Select Event Viewer from the
search results to launch it.
Expand Windows Logs in the
left-hand pane.

Click the desired log type, such
as Application, Security,
or System.

Review the entries in the center
pane for errors, warnings, or
information.

Use Filter Current Log to narrow

results by date, event level, or
ID.

Right-click the log and
select Save All Events As to
export it.

Troubleshooting

2] Event Viewer
File Action View Help

€= zHE B

[2] Event Viewer (Local)
> [ Custom Views
v [m Windows Logs
Application
& Security
] Setup
System
£] Forwarded Events
v [ Applications and Services Lo
Hardware Events
> [ Intel
f5] Intel Graphics Software
IntelAudioServicelog
Internet Explorer
Key Management Service
> ] Lenovo
> ] Microsoft
Microsoft Office Alerts
OneApp_IGCC
5> 2] OpenSSH
& Singlewire
Windows PowerShell
> ;é‘] Saved Logs
.4 Subscriptions

Application Number of events: 31,924

Level Datea.. Source Eve

5/5/20... LRS.Personal... 3 I

(@)Inf.. 5/5/20.. Microsoftint.. ¢
[\ Wa... 5/5/20.. Group Policy... ¢
[\ Wa... 5/5/20.. Group Policy... ¢
[\ Wa... 5/5/20.. Group Policy... ¢
@Inf... 5/5/20...  Microsoft Int... ¢
@Inf... 5/5/20...  SecurityCenter
(@Inf.. 5/5/20.. SecurityCenter

@ Error 5/5/20..  SIP Agent

@ Error 5/5/20...
[\ Wa... 5/5/20...
[\ Wa... 5/5/20...
[\ Wa... 5/5/20...

LRS.Personal... 3t
Group Policy... ¢
Group Policy... ¢
Group Policy... ¢

Event 36794, LRS.PersonalPrint.Service X

General Details

Failed to perform printer/driver upd
System.NullReferenceException: Ob
at LRS.VPSX.PDM.Pdminfo.GetMa

Log Name: Application

Source: LRS.PersonalPrir

Actions

= Open Saved Log...
W Create Custom View...

Import Custom View...

Clear Log...

¥ Filter Current Log...

[=] Properties

&8 Find...

e Save All Events As...
Attach a Task To this Log...
View

| Refresh

H Hep

g Attach Task To This Event...
5z Copy

Q Save Selected Events...
| Refresh
H Hep




Application: Logs the events
associated with the applications
installed in the device

Security: Logs data based on the
device’s audit policy, events like
login attempts, and resource
access

Setup: Logs the events during
Windows installation

System: Logs info about system
changes, device changes, device
drivers, etc.

Forwarded events: These are the
logs of other computers in the
same network as the “collector
computer”. these logs are found
in the collector computer

Troubleshooting

Event Viewer
File Action View Help
e zm -

[2] Event Viewer (Local)
> [ Custom Views
v [m Windows Logs
Application
& Security
] Setup
System
£] Forwarded Events
v [ Applications and Services Lo
Hardware Events
> [ Intel
Intel Graphics Software
i IntelAudioServicelog
Internet Explorer
Key Management Service
> [l Lenovo
> ] Microsoft
Microsoft Office Alerts
f] OneApp_IGCC
5> 7] OpenSSH
& Singlewire
Windows PowerShell
> [ Saved Logs
.4 Subscriptions

Application Number of events: 31,924

Level Datea.. Source Eve

5/5/20... LRS.Personal... 34 l

@Inf... 5/5/20...  Microsoft Int... ¢
[\ Wa... 5/5/20.. Group Policy... ¢
[\ Wa... 5/5/20.. Group Policy... ¢
[\ Wa... 5/5/20.. Group Policy... ¢
@Inf... 5/5/20...  Microsoft Int... ¢
@Inf... 5/5/20...  SecurityCenter
(@Inf.. 5/5/20.. SecurityCenter

@ Error 5/5/20..  SIP Agent

@ Error 5/5/20...
[\ Wa... 5/5/20...
[\ Wa... 5/5/20...
[\ Wa... 5/5/20...

LRS.Personal... 3t
Group Policy... ¢
Group Policy... ¢
Group Policy... ¢

Event 36794, LRS.PersonalPrint.Service X

General Details

Failed to perform printer/driver upd
System.NullReferenceException: Ob
at LRS.VPSX.PDM.Pdminfo.GetMa

Log Name: Application

Source: LRS.PersonalPrir

Actions

= Open Saved Log...

¥ Create Custom View...
Import Custom View...
Clear Log...

Filter Current Log...
Properties

Find...

DERE

Save All Events As...
Attach a Task To this Log...
View

| Refresh

Help

Event 36794, LRS.PersonalPrint.Service

[=] EventProperties

g Attach Task To This Event...
5z Copy

Q Save Selected Events...

| Refresh

Help




HONORHEALTH"




NOPE, NOT THIS!




MAC ADDRESSES

MAC

Media Access Control Addre

amunona twork ntorfaco

OUI NIC




MAC ADDRESSES

Surfeohome || DEFAULT IP-ADDRESS 192 168 1 |
DEFAULT S$SID surfhome e
LAN MAC ADDRESS SERIAL "
171

A
1M 2 ssio

0009800696 0
DDRESS |

T T

00142541616k 355201007538782
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FINDING MAC
ADDRESSES VIA
COMMAND PROMPT

Search

for Command
Prompt (type
"emd”) and click
the top result to
open the app.

& Al Apps Documents  Settings

Best match

Command Prompt
System

| Settings

&= Replace Command Prompt with
Windows PowerShell in the Win + X

>

e v

Command Prompt

System




B%  Administrator: Command Pror

LOCATING MAC
ADDRESSES VIA

Host Name . . e e e e e V=2 aV21h2

Primary Dns Suffix . . . . . . . :
Node Type . St e s Ry hrad

IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No
DNS Suffix Search List. . . . . . : localdomain

Ethernet adapter Ethernetl:

. =5 .
Connection-specific DNS Suffix . : localdomain
° ype e O OWI | I g n rintion - Intel(R) /2574l Gigahit Network Connection
Physical Address. . . . . . . . . : 90-0C-29-1C-BC-6B

Unlr chndolieu. . . S S AT

d ° Autoconfiguration Enabled . . . . : Yes
COI I l I I la n ° Link-local IPv6 Address . . . . . : fe80::19fc:4210:85be:6608%5(Preferred)
IPv4 Address. . . . . . . . . . . : 10.1.4.174(Preferred)
° o Subnet i Masky s e e e e e s 2552255.255:0
f // Lease Obtained. . . . . . . . . . : Friday, February 3, 2023 8:03
Ipcon Ig /a Lease Expires . . . . . . . . . . : Friday, Febru , 2023 3:0
Default Gateway . . . . . . . . . : 10.1.4.1
DHCP S eV e e ot el el e e e enia A O A L
° DHC PG L AL D) e o e e e 234884137
2 Th MAC || b DHCPv6 Client DUID. . . . . . . . : ©00-01-00-01-28-AF-83-B9-00-0C-29-1C-BC-6B
° e WI e DNS  Servers o e e e e s e e B8 808

8.8.4.4
NetBIOS over Tcpip. . . . . . . . : Enabled

Iste In t e Ethernet adapter vEthernet (WSL):
1] ° 1] Connection-specific DNS Suffix . :
Ph Slcal Address Description . . . . . . . . . . . : Hyper-V Virtual Ethernet Adapter
Physical Address. . . . . . . . . : 00-15-5D-A1-F0-A4
DHCP:Enabled i e e e e o s NO
°
setting.




LOCATING MAC ADDRESS VIA NETWORK STATUS

1. On the taskbar type in
“Network status,” and click
on the icon.

OR

2. Click on Internet Access
icon in the bottom right
corner

AN b E ) s B




LOCATING MAC ADDRESS VIA NETWORK STATUS -
CONTINUED

T P =
8% Network and Sharing Center
A %% 5 Control Panel > Network and Internet > Network and Sharing Center v O Search Control Panel

View your basic network information and set up connections
Control Panel Home

3. Select Network and T s

° Change advanced sharing slhnaz.org 2
a rl n g e n te r settings Domain network Connections: I Ethernet 2

Media streaming options

4.  Select your network iy e

L]
Ethernet 2 Status
CO n n e Ct I O n @ gabal = Network Connection Details X
General
R 11 R 11 etwork Network Connection Details:
5 Click on the “Details I
d IPv4 Connectivity: Internet Connection-specific DN...
IPv6 Connectivity: No network access bl Besesipt: i Adapter Secure
u tto n Media State: Ercbiod problems; of 4[ Physical Address 02-50-41-00-00-01
Duration: 01:36:06 S g
5.0 Ghos IPv4 Address 10.20.12.2
. . s IPv4 Subnet Mask 255.255.255.255
6 [his will open
. IPv4 DNS Servers 10.252.26.1
10.252.34.1
the Networ i
vity NetBIOS over Tepip En...  Yes
. Jesey Sent — &p —— Received
onnections inteme >
D -t ° | . | Windoy Bytes: 18,677,866 | 841,222,535
:set | Gproperties ‘ l @issble || Diagnose
Close
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CONFIDENTIALITY

INTEGRITY AVAILABILITY




. L * Ensures that sensitive information is accessed only by authorized
Confldentla | Ity individuals or systems

e Confidential information should remain hidden from unauthorized users
while being available to those who require access to it for legitimate

purposes

» Often associated with privacy, as it focuses on protecting personal,
sensitive, or classified information from being disclosed to unauthorized

individuals or entities

(CONFIDENTIAL]

’é T A ﬁ;m e e




Integrity

Refers to the accuracy and
trustworthiness of data. It ensures
that information remains
unaltered during transmission,
storage, or processing, except by
authorized individuals or systems

Data integrity guarantees that the
information received is strictly as
intended, without any
unauthorized modifications,
deletions, or additions

2 Any corruption or unauthorized
Data l nteg rlty modification of data could have
severe consequences, including

financial losses, legal penalties, or
threats to public safety




Availability

Ensures authorized users have
reliable and timely access to
systems, networks, and data
when needed

Crucial for maintaining business
continuity, as downtime or
unavailability of critical systems
can lead to financial losses,
reputational damage, and
operational disruptions

Ensures that a system’s hardware
and software components
function correctly and can handle
both anticipated and unexpected
loads
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